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1.     Write your Roll No.  at an appropriate place on receipt of this question paper.

2.     This questionpaperhas two sections A andB.

3.     Question  1  in sectionAis compulsory.

4.     Attempt any four questions from section B.

5.     Attempt all parts ofa question together.

Section A

1.     (a) Define pll using suitable examples.

(b) List iiny two methods of protecting data.

(.c) E,xphain the following terms with respect to General Data Protection Regulation (GDPR):

i.  Dat*-s`ubj-ect-

ii. Natural persoii

(d) Diffei.entiate between symmetric and asymmetric encrypt'ion giving an example ofeai`h.       (3)

(e) Compare Explicit identifiers and Quasi identjfiers using example.                                                   (3)

(f) "There exists a trade-offoetween data privac`.y and data utility". Justify the statement.               (3)

(g)AcompanywantstosharecustomerdatEiwithresearchersbutdoesnotwanttorevealthejdentity

of customers. How can datfl anonymization help in protecting data privacy?  Explain with an

example.                                                                                                                                                                     (.3)
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(h) Write difference between threat and attack with respect to data security.

(i) What is data governance? State any two elements addressed within data governance.

¢) Explain difi`erent types of sensitive data.

(k) Define any three of the following terms:

i. Threat

ii. Non-repudiation

iii. Aut]ientication

iv. Masquerade &ttack

Section 8

2,    (a) D€scribc any three types of data used in cnteaprises. Also givL. challcngcs assocjatcd with each

such data in privacy preservation.                                                                                                                     (6)

(b) State the principles defined by GDPR.                                                                                                       (9)

3.    (a)  Explain  CIA  trind  with  rcspcct  to  Information  Security.  How  the  additional  concepts  of

iluthenticity and accountability complcmcnt these objectives?                                                                 (6)

(b)  Read the following situations and answer the questions:

A company's server stops woi.king properly because an attacker floods .it with. a huge number of

fake requests. In another case, an attacker logs into the system by pretending to be an authorized

user using stolen credentials. The company also finds that an employee installed a malicious

software program hidden iiiside a free application, which darnaged important files.

Based on the above situations, answer the following:                                                                    (.3x3=9)

(i)           Identify and define.the attack in which the server becomes unavailable due to excessive

requests. Is it an active or passive attack? Give reason.

(ii)          Identify imd define^ the attack in which the attackei. pretends to be an authorized user. Is it

an active or passive attack? Give reason.
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(iii)         Identify and define the malicious program hidden inside the free application. Is it classifled

as a threat, vulnerability, or risk? Give reason.

4.    (a) Differentiate between passive and active attack. List and describe the examples under each type

of attack.                                                                                                                                                                  (5)

(b) A company notices different types of security incidents in its network. In one case, an attacker

secretly monitors users'  communication without changing any data.  In another ccase,  an attacker

modifies files and disrupts system services. Based on the above situations, identify the type of attack

in each case and justify your answers.                                                                                                         ( 10)

5.  (a) Define cryptographic hash function. State the significance of` using cryptographic hash functions

for digital signatures and message integrity.                                                                                             (7)

(b) Explain public-Key lnf`rastructure (PKI).                                                                                                   (8)

6.    (a) Explain the following stakeholders involved in data privacy in an organization.              (4x I.5=6)

(i)           Data anonymizer

(ii)          Data analyst

(iii)         Adversary

(iv)        Customer

(b) A smart city administration wants to develop a surveillance system to monitor public areas for

safety  and~scciirity.  The  system  collects  data,  analyzes  €ictivitics,  detects  suspicious  behaviour,

stores iiiformation, and generates alcrts for authorities.

Based on the above situation, explain the Model Surveillance System as a fivc-step model with the

help ofa `suitable diagram.                                                                                                                                     (9)
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7.    Write short note on the following:

(i)           DPDP Act

(ii)         Cryptographytechnique

(iii)        Privacy and surveillance

(5x3-15)


