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I±±±fructions for Candidates

1.     Write your Roll No. on the top immediately on receipt of this question paper.

2.     QuestionNo.1.is compulsory in section-A.

3.     Attempt any four questions from section-B.

4.     Parts ofa question should be attempted together.

SECTION A

Q1.

(.rty             Justify the statement"Piivacy aiid Anonymity i`rc the two sides ofthcsamc coin".       (3)

(b)             Explain Explicitand Quasi idcntjlicrs with cxamplcs.                                                                 (3)

(c)             Dil`fcrcnti€ilc bctwccn lmprccisc and lnsccurc iisc of Data.                                                       (4)

(d)            Derine Digital signatures. How are digital signatures created and veriried`.'                      (4)

(e)             Diffei.entiate between active and passive attacks with examples.                                            (`4)

(f)             Expl`dinthcconceptofthe "Righ"oprivacy" audits relevance in Lhe digitfll age.          (4)
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(g)             A healthcarc  organization co]lects  large  amounts of` patient  in+`ormation  containiiig   (4)
multiple   at.tributes   such   as   age,   disease   history,   treatment   details,   and   social
connections   among  patients   and   doctors.   Before  sharing   the  data  f`t]r  research

purposes,  the  organization  wants  to  protect  the  privacy  ()1` indivjdua.Is  while  still
keeping the data useful .for aiia]ysis.

Based ()n the abo`Je sitiiation, exi)lain tile challenges involved in prescrviiig pi.ivacy
in:

(i)   Multidimensional data
(ii) Graph datzi

(h)             Define PII. What is the goal ot`privacy by design in dealing vyit.h privacy ofpIl?           (.4)

SECTION 8

Q2.   (a)     (i) Dcfinc a security service.  Describe important. security scrviccs.                                      (5)

(ii)    Compare    Symmetric    find    Asymmetric    cncryption    tcchniqucs    with    their (4)
diagrams.

(b)      Give the principles ol.`Gcncral  Data protection Rcgiilation (GDPR).                                    (6)

Q3   (a)     Dcfinc. D{it€i Pi.occssor as per the  DPDP Act.  Bricl.ly cxpla.in liow its  I.cspon,sit)ilitics  (5)
clit`t`cl. I.rom those o{.`a  Data  Fiduciai.y.

(b)    (.i)  List  ancl  briefly  describe  the  main  objectives  o.f GDPR.  A]so,  explain  the  key  (5)
I.esponsibilities of [lie Data Protection Officer (`DPO) €r] an Organization.

(ii)  Explain  the  concept  of "Transp.irency',  `Consent'  zmc]  `Fair  Processing'  witll  (5)
1.espect to GDPR.

Q4. (.a)     Read the following situiations {ind answer the qiiestions:

A company's wcbsitc siiddciily bccolncs unavai]ablc bccaiisc a ]argc number o.f fake
rcquc`sts ai.c scnl to its scrvcr at the s{ime time. In another incjdcnt, an attackci.
captiires a usci.'s [ogin infomi{ition during an online transaction and later rcu`scs I.hc
same information t:o gaiii  iinauthorizcd access. The company also.discovci-s that one
employee installecl a free software progr{im that sect.et.ly .damaged files ancl allowed
unaiithorized access l.o the syst.em.

B€\sed on the above situtations, answer the following:

(i)   Identify ancl define the iittack in which the website becomes iinavailable diie    (3)
to excessive fake reqiiests. Is it zin active attack or & passive attack? Give a
l`eason.

(ii) Identify and (Lefine the iitLtack in which c:iptured login information is reused      (3)
by the attacker. J§ it an active attack or a passive attack? Give a reason.

(iji) Identi.fy and define the attack in which captured login in.formation is reLised    ('3)
by t.he attacker. Is it an active attitck or a passive attack? Give a reason.
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(b)     How  are  authenticity,   integrityg   and  non-repiidial`ion  preserved  with  the  use  of (6)
Digital Signatures?

Q5. (a)     Explain the CIA triad with re`spect to Data security. Draw a diagram t`()r it.                      (5)

(.b.)    Define   a   cryptographic   hash   function.   Also,   discuss   the   purpose   ol.  iising   a  (5)
cryptograpliic hash f`unction in digital signatures cind message integrity?

(c)      What are tile essential components ot`Public-Key Infrastructure (PKI) Architecture?  (5)
Explain each of them.

Q6. (a)     For each ot.the following,.state whether it.qualifies as PII andjiistify youl. answer:       (5)

(i)  Your Passport number
(ii)  Browser cookies
(iii) Your.full name-

(iv) Your email address
(v) Your health recorcls

(b)      A   banking   application   stol.cs   customer   passwords   using   a   cryptographic   hash  (4),
fullctioii.  Oiic  day,  <i  security  analyst  discovci.s  that  if  two  difl-`crcnt   inputs  can

prodricc  the  sfiinc  hash  value.,  an  attackcr  may  ci.catc.  a  I..cikc  password  or  modi.Iicd.
I.-Ilo that cappcai.s gcnuinc to the system.

Based on the above situatioiis tinswer tile following:

Wliy shoiild a cryptographic hzis`h t`unction be colli.sien-I.esistant':' How does this

properly help in miint.aining system secuiity'./

(c)      Expliiin the 1.ole ol`the following st<ikcho]ders in Data pi.ivacy organization:                     (6)

(.i)   Cu.stomci.

(ii) Data Aiialyst

(iii) Busiiicss operation Employcc

(iv) Data Anonymizer

Q7.            Writ'e shorL note on the.following:

(zL)     Model surveillance system (5)
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(b)    Different methods ol.`protecting data

(c)     Different anoiiymization techniques

(200)


